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Cryptography: cornerstone of cybersecurity

Cryptography ensures the confidentiality, integrity, and authenticity of digital assets

It involves implementing cryptographic primitives (algorithms) and protocols which include such 

primitives for (among others):

• securing key exchange for encryption, and encrypting communication and data at rest 

• creating fingerprints of messages and data to preserve the integrity of communication and 

other digital assets

• creating signatures to ensure proper authentication for entities and individuals, and the 

proper data/assets origins for messages, devices and software
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• creating fingerprints of messages and of data to preserve the integrity of communication 
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Public-key cryptography 

• A key pair – one public and one private

• Asymmetric encryption when security is paramount, such as encrypting sensitive data or securing 

communication within an open system

• Also: non-repudiation
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Symmetric Cryptography

• A single secret key for both encryption and decryption

• Used to secure large amounts of data, and enabling fast and efficient encryption in various applications

• Simple and efficient – chosen when efficiency is critical

• Relies on secure key exchange and meticulous key management



We rely on public-key cryptographic in all areas of our society …

Health Smart cities, IoT, 5G Industry Agriculture

Energy Finance, commerce, 
mobile

Automotive Manufacturing

Space

Governments
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Most commonly used applications use a combination of public-
key and symmetric cryptography to secure communications

This combination allows us to use symmetric key encryption for the core encryption and then protect the 

symmetric key with a public key. We can then use our private key to discover the required symmetric key.
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Shor’s and Grover’s algorithms

slide from Dr. Karolina Schatz, University of York - please do NOT re-use this slide
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Shor’s and Grover’s algorithms

slide from Dr. Karolina Schatz, University of York - please do NOT re-use this slide

Luckily it parallelizes badly



Quantum Computers

One agent in multiple 

paths at the same time - 

quantum superposition

When we find the 

solution, all the other 

agents disappear

And the real existence 

of the agent is at the 

destination

Quantum bits (qubits)
Unlike classical bits (0 or 1), quantum bits can exist in multiple states 

simultaneously through superposition

Entanglement
links qubits together, allowing them to share information instantaneously, 

regardless of distance.

One path at a time



The quantum threat to cryptography

https://sam-jaques.appspot.com/quantum_landscape_2023 

https://sam-jaques.appspot.com/quantum_landscape_2023
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The quantum threat to cryptography accelerates
hardware progress + quantum algorithms optimization

Google Quantum AI – Dec 2024

“Willow can reduce errors exponentially as we scale up using 

more qubits. This cracks a key challenge in quantum error 

correction that the field has pursued for 30 years.”

currently the only chip which is both:

"break even" = error correction removes errors instead of adding 

"below threshold" = adding qubits results in lower error rates

IBM roadmap 2025:

Starling (2029) will be capable of running 100 million-gate 

quantum circuits on 200 qubits

will be able to run 20,000 times more operations than today’s 

quantum computers, with memory of more than a quindecillion 

(10^48) of the world’s most powerful supercomputers of today  
https://www.ibm.com/quantum/blog/large-scale-ftqc  

https://www.ibm.com/quantum/blog/large-scale-ftqc
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All modern public-key cryptography has to be

replaced [Shor’94]

• RSA

• Diffie-Hellman (including elliptic curves)

Symmetric key sizes: x2 [Grover‘96]

Hash function outputs x2 [Grover’96]

But huge factors – impractical [Jacques’24]
https://www.youtube.com/watch?v=eB4po9Br1YY 

https://www.ibm.com/quantum/blog/large-scale-ftqc
https://www.youtube.com/watch?v=eB4po9Br1YY


Post-Quantum Cryptography and Quantum Cryptography

• Mostly software, but implies a 

fundamental and challenging shift in 

algorithms and protocols

• Implementations bring computational 

overhead and also to the need of new 

countermeasures to possible attacks

• Most promising and most urgent 

technology for our increasingly 

connected world

Post-quantum Cryptography (PQC) 

relies on computational assumptions; based on 

mathematical problems difficult to solve even 

for quantum computers 

correspondent of Public Key Cryptography



Post-Quantum Cryptography and Quantum Cryptography

Quantum Cryptography 

uses new primitives based on unhackable laws of 

physics - Quantum Key Distribution (QKD) secures 

agreement of shared key against unbounded 

adversary – deals with the establishment of a key 

for symmetric encryption

• Mostly software, but implies a 

fundamental and challenging shift in 

algorithms and protocols

• Implementations bring computational 

overhead and also to the need of new 

countermeasures to possible attacks

• Most promising and most urgent 

technology for our increasingly 

connected world

• Requires completely new hardware, based on 

quantum technologies

• May be often subject to Denial of Service 

attacks

• Standards and certification: still a long path

• Limitations on distances, trusted nodes, 

performance, costs, compelling use cases, 

but progress is steady

Can be combined in hybrid scenarios

Post-quantum Cryptography (PQC) 

relies on computational assumptions; based on 

mathematical problems difficult to solve even 

for quantum computers 

correspondent of Public Key Cryptography



The need for PQC

Implicit in several EU policies

and explicit in the PQC Recommendation

- now also linked to Cyber Resilience Act 

Today's encrypted communication likely 

being stored by attackers and will be 

decrypted years later with quantum computers 

Others may be worried more about other 

aspects – trust services and authentication

NIS 2

Economic Security Strategy

Cyber Resilience Act

DG CNECT White Paper

Recommendation on PQC



Funds & Governance - PQC
Ongoing, past, just started EU projects (Horizon Europe, DEP)

Horizon 

Europe / 

H2020/ 

DEP

Cloud services

Identity and trust 

services, blockchain

IoT/embedded 

applications

Quantum--

safe PKI

Validation-certification 

framework

Building blocks 
(algorithms,,protocols, 

libraries, HW, …) & Protocols

Post-quantum 

Internet (TLS/IPsec,DNS..)

Telco

5G

Other deployment challenges 

in specific sectors*

QUBIP, ERC EPOQUE (integ. in procotols), 

ERC ARTICULATE (libraries), SAFECrypto,

PiQASO (HW),

ERC ISOCRYPT (non-lattice based)

QUBIP, PQCRYPTO

QUBIP, PQCRYPTO

QUBIP, PQC4eMRTD, 

PQ-REACT,

PROMETHEUS,

PRIViLEDGE

PQCRYPTO

PQC4eMRTD, PiQASO,

HAPKIDO (NL, national)

WORK IN ECCG 

CHAIRED BY ENISA

Projects for both 6G we have 

CONFIDENTIAL6G

QUBIP, PQ-REACT

Automotive (PQCSA)

Financial sector (NGI-TALER, EPOQUE)

Administrations (Q-PREP)

Several sectors (PIQASO)

Work of PQC in space, energy grids …

Current Governance : Commission, ENISA, ECCC 

(a bit complex ! Good for certain things, need for more efficiency for others)



https://digital-strategy.ec.europa.eu/en/library/coordinated-

implementation-roadmap-transition-post-quantum-cryptography 

Image below from PQShield - do NOT re-use
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What are we doing for PQC

Research and Deployment:

• Launch of an EU testing infrastructure

• Initiative to support transition of the Public-Key 

Infrastructures 

• Research priorities (cryptanalysis, countermeasures to 

implementation attacks, integration into protocols, new 

signatures, Privacy-Enhancing Technologies…)

• design ad-hoc actions and insert PQC horizontally in 

Horizon Europe, DEP, IRIS2

EU Roadmap following Commission’s 

Recommendation on PQC:

• Milestones for high-risk/medium-risk use cases

• Starting date is not anymore a moving target ! 

https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
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Next steps

“𝑆𝑡𝑎𝑛𝑑𝑎𝑟𝑑𝑖𝑧𝑎𝑡𝑖𝑜𝑛 𝑝𝑟𝑜𝑣𝑖𝑑𝑒𝑠 𝑎 𝑝𝑜𝑤𝑒𝑟𝑓𝑢𝑙
𝑝𝑙𝑎𝑡𝑓𝑜𝑟𝑚 𝑡𝑜 𝑐𝑜𝑛𝑠𝑜𝑙𝑖𝑑𝑎𝑡𝑒 𝑓𝑟𝑎𝑔𝑚𝑒𝑛𝑡𝑒𝑑
𝑔𝑙𝑜𝑏𝑎𝑙 𝑟𝑒𝑠𝑒𝑎𝑟𝑐ℎ 𝑒𝑓𝑓𝑜𝑟𝑡𝑠 𝑖𝑛 𝑡ℎ𝑒 

𝑑𝑒𝑣𝑒𝑙𝑜𝑝𝑚𝑒𝑛𝑡 𝑜𝑓 𝑞𝑢𝑎𝑛𝑡𝑢𝑚-𝑠𝑎𝑓𝑒
𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚𝑠 𝑎𝑛𝑑 𝑎𝑠𝑠𝑜𝑐𝑖𝑎𝑡𝑒𝑑 𝑏𝑢𝑠𝑖𝑛𝑒𝑠𝑠
𝑝𝑟𝑎𝑐𝑡𝑖𝑐𝑒𝑠 𝑡ℎ𝑎𝑡 𝑤𝑖𝑙𝑙 𝑝𝑟𝑜𝑡𝑒𝑐𝑡 𝑡ℎ𝑒 𝐼𝑛𝑡𝑒𝑟𝑛𝑒𝑡
(and not only) 𝑎𝑛𝑑 𝑒𝑣𝑒𝑟𝑦𝑜𝑛𝑒 𝑤ℎ𝑜 𝑟𝑒𝑙𝑖𝑒𝑠 𝑜𝑛 𝑖𝑡.” 

Feedback by 20 June:
Commission opens 

consultation on revising EU 

Cybersecurity Act | Shaping 
Europe’s digital future

Revise the 2019 Cybersecurity Act:

mandate of ENISA, the European 

Cybersecurity Certification 

Framework, supply chain challenges

Invite inputs on drafts

Report on/include comments 

and publish the final document

Regulatory

StandardizationMore open approaches

& feedback loops on 

several fronts 

Jan Ellsberger, 

ETSI Director General

Coordinate the work towards the 

definition of cross-border tests in the 

EU and the timeline for such tests

Critical Infrastructures & 

emergency communications

Digital Identities

New digital signatures and advanced 

cryptographic schemes for enhanced 

privacy

Authentication schemes meeting 

real-world requirements for 

constrained devices (contactless 

security controllers for ePassports 

and eIDs)

https://www.linkedin.com/feed/update/urn:li:activity:7318544831675260929/
https://www.linkedin.com/feed/update/urn:li:activity:7318544831675260929/
https://www.linkedin.com/feed/update/urn:li:activity:7316406102005284866/
https://digital-strategy.ec.europa.eu/en/news/commission-opens-consultation-revising-eu-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/news/commission-opens-consultation-revising-eu-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/news/commission-opens-consultation-revising-eu-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/news/commission-opens-consultation-revising-eu-cybersecurity-act


EuroQCI - Funds & Governance
• 6 Industry projects maturing EU QCI technologies (DEP1, 44M€)

• QKD systems ready for integration into telecommunication networks

• QKD modules (QRNGs, optical components), KMS, encryptors, protocols

• 26 MS deploying national QCI networks (DEP2, 108M€)

• Started January 2023, 30 months, technologies, test architecture,
develop use cases, prepare for full deployment

• Coordination and support action (PETRUS) (DEP3, 2M€)

• Testing & evaluation infrastructure (Nostradamus) (DEP4, 16M€)

• Connecting Europe Facility - Terrestrial & Space (CEF, 90M€)

• Other calls will come with IRIS2 

Governance: Commission, ESA



EuroQCI & other activities in the Quantum Flagship 
from exchanging keys to “beyond QKD” to the Quantum Internet

Make the first-generation the first-generation quantum 

networks with the sole QKD functionality applicable

Accelerate the development of next generation(s) Quantum 

Network Technology 

Two strategies running simultaneously



A number of demonstrator cases for QKD & several exciting results

+ quantum memory from Welinq – 
product press release March 2025

Metropolitan Network nodes

Demonstrating potential 

application in different domains
Quantum memories



QKD has to evolve from excellence in research to 
relevance in applications

Limitations: 

Distance, no end-to-end security, performance, cost

Current deployments of QKD are mostly a patchwork of 

specific link-by-link set up, trusted nodes, hybrid PQC-

QKD schemes



QKD has to evolve from excellence in research to 
relevance in applications

Limitations: 

Distance, no end-to-end security, performance, cost

Current deployments of QKD are mostly a patchwork of 

specific link-by-link set up, trusted nodes, hybrid PQC-

QKD schemes

Progress in R&D efforts is steady: metropolitan QKD 

networks linking multiple city via trusted nodes, test 

quantum repeaters

To reach truly global quantum-secure 

communications, we need:

• Breakthroughs in quantum memories, and much 

research in novel quantum protocols

• Collaboration between quantum physicists and 

cryptographers



EU approach to quantum technologies

EU Quantum Flasghip

➢ Concrete actions: align national programs, invest in shared 

infrastructure, stand up chip pilot lines, and deploy dedicated 

platforms for quantum computing,  communication, and sensing

 

➢ Spans the full spectrum: sensing platforms, quantum 

computing, quantum repeaters, MDI-QKD, and the enabling layers 

like cryogenics, photonics, packaging, and precision timing...

➢ Help companies to grow locally, access infrastructure without 

relocating, and bring vertical industries in early. Talent development.

➢ Scaling science into infrastructure across all layers of the 

tech stack. That includes using quantum networking for far more 

than secure communication: it becomes a backbone for 

distributed computing, remote quantum sensing, shared timing 

systems - via real integration with classical infrastructure

The Quantum Strategy proposes a “Quantum Act” 

by the end of 2025 

EU Quantum Strategy



The vision for the future

The urgency for deploying PQC gets higher, due to potential acceleration of quantum threats 

• Establishing and running the coming EU testing infrastructure

• Continuous support measures for developing new algorithms & implement them securely, in all ICT infrastructures

• Translating EU Cybersecurity Policies into Action (and revise those that need to be revised)



The vision for the future

The urgency for deploying PQC gets higher, due to potential acceleration of quantum threats 

• Establishing and running the coming EU testing infrastructure

• Continuous support measures for developing new algorithms & implement them securely, in all ICT infrastructures

• Translating EU Cybersecurity Policies into Action (and revise those that need to be revised)

QKD must progress, from research to compelling use cases where both security and performance 

are met. Progress will not slow down. But innovation must be built on solid bases.

• The EU is navigating through the new cryptography of the future. Careful design & proactive oversight needed

• Hybrid quantum-classical networks and then future quantum networks

• Need for collaboration between different communities - both progress & real innovation accelerate when silos fall

We need to have in mind a convergence of technology, policy, and security in the age of quantum 

computing, offering valuable perspectives on how European and global entities can navigate the 

emerging quantum landscape
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