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Cryptographically Relevant Quantum computers are coming....
Are we ready?

Post-quantum: from theory to practice

standards, migration, and crypto agility

June 24, 2025 — ISCTI/MIMIT
Giuseppe Bianchi
University of Rome Tor Vergata, Full Professor, Network Security
CNIT National Network Assurance and Monitoring LAB, Director — nam.cnit.it
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Classical assumpt

IEEE TRANSACTIONS ON INFORMATION THEORY. VOL. IT-22, NO. 6, NOVEMBER 1976

1976: Diffie-Hellman | New Directions in Cryptography
KEY AGREEMENT | Invited Paper

WHITFIELD DIFFIE AND MARTIN E. HELLMAN, MEMBER, IEEE ; (\ Z,.;’ ’

Security assumption: hardness of DLOG (Discrete Logarithm)
Giveny = g*mod p, it is HARD to compute x = DLog,(y) mod p

A Method for Obtaining Digital
1977: RSA crypto system Signatures and Public-Key Cryptosystems

Security assumption: Integer Factorization FRL.Rivest, A. Shamir, and L. Adleman
Given N=p x q, it is HARD to find factors p,q
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Classical assumg

IEEE TRANSACTIONS ON INFORMATION THE!

New Directions in Cryptogra
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Asymmetric Crypt CINLE == | ¥N/AM

Classical assumpti

IEEE TRANSACTIONS ON INFORMATION THEORY. VOL. IT-22, NO. 6, NOVEMBER 1976

1976: Diffie-Hellman | New Directions in Cryptography
KEY AGREEMENT | Invited Paper

WHITFIELD DIFFIE AND MARTIN E. HELLMAN, MEMBER, IEEE 'i “

Security assumption: hardness of DLOG (Discrete Logarithm)
Giveny = g*mod p, it is HARD to compute x = DLog,(y) mod p
Same problem (!!) when «mod p numbers» replaced by Elliptic Curve group = ECDH
But way more compact and scalable sizes 2 that’s why we moved to ECC

A Method for Obtaining Digital
1977: RSA crypto system Signatures and Public-Key Cryptosystems

Security assumption: Integer Factorization FRL.Rivest, A. Shamir, and L. Adleman
Given N=p x q, it is HARD to find factors p,q
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The rise of Quantum Computers

* DLOG cryptosystems

« Ephemeral Diffie Hellman on EC groups - ECDHE
(IPsec, TLS, WiFlI, Bluetooth, and many more)

« El Gamal-type - ECIES (used in 5G IMSI protection - SUCI)

« ECDSA signatures - Used in TLS, crypto currencies, and
many more

* RSA cryptosystem

« Today less used (removed from TLS1.3 handshake)
 But still widely used in signatures

All these moments
will be lost in time, ®

.. . ' like t ] in.
- Largely scrutinized, widespread accepted, o 5 e

Time to die.

considered secure after 50 years of analyses
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* 1994 — SHOR’S ALGORITHM

* QUANTUM ALGORITHM; EXPONENTIAL (!) SPEED-UP OVER
CLASSICAL COMPUTERS

* SHOR’S INTUITION: REDUCE FACTORING & DLOG TO A PROBLEM OF

FINDING A HIDDEN PERIOD {CAVEATS-OMITTED)-AND USE
QUANTUM FOURIER ANALYSIS TO FIND THAT PERIOD EFFICIENTLY.

* SEVERELY BREAKS ALL PRACTICAL PUBLIC KEY CRYPTO
* RSA, ECC, ECDSA, ...

* 1996 - GROVER’S ALGORITHM

« POLYNOMIAL SPEED-UP, FROM O(N ) TO O(v/N)

« WEAKENS SYMMETRIC CRYPTO ( “JUST” DOUBLE KEY SIZE TO FIX) ==
* AES, SHA256, ...
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* Breaking crypto needs a
Cryptographically Relevant Quantum Computer (CRQC)

« CRQC: must have thousands of logical qubits (error-corrected qubits)

* Roughly: ~2500 logical qubits to break 256-bit ECC
~4096 logical qubits to break RSA-2048

 Logical qubits # physical qubits
« thousands of physical qubits are needed per logical one (due to error correction)

 Take home: threat becomes real when QC will have ~4M qubits
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2024 OPINION-BASED ESTIMATES OF THE LIKELIHOOD
v OF A DIGITAL QUANTUM COMPUTER ABLE
TO BREAK RSA-2048 IN 24 HOURS, AS FUNCTION OF TIME

Range between average of an optimistic (top value) or pessimistic (bottom value)

* Experts say 10-15-20 years

. 1 interpretation of the likelihood intervals indicated by the respondents
e US: sets 2035 hard deadline P y P
100%
INTERPRETATION
1;;, G sl G s g OF RESPONSES

WASHINGTON, D.C. 20503

¥ optimistic
80% W pessimistic

THE DIRECTOR

717%

November 18, 2022

M-23-02

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM:  Shalanda D. Young d/j,‘jt ) L/'Wd)

Director

60%

SUBJECT:  Migrating to Post-Quantum Cryptography

40%

This memorandum provides direction for agencies to comply with National Security
Memorandum 10 (NSM-10), on Promoting United States Leadership in Quantum Computing
While Mitigating Risk to Vulnerable Cryptographic Systems (May 4, 2022)."

34% p- 39% *the shaded

grey area

corresponds (o

3 5
the 25-vear

"The United States must prioritize the - —
imeframe, not
transition of cryptographic systems to 14% " 19% explicitly

. . considered in
quantum-resistant cryptography, with the 3 .
goal of mitigating as much of the quantum . 5% questionnaire
e Sy 10y 15y 20y 25y* 30y
risk as is feasible by 2035.” WITHIN THIS MANY YEARS FROM NOW

AVERAGE LIKELIHOOD ESTIMATE

- Dec 2024 s


https://globalriskinstitute.org/publication/2024-quantum-threat-timeline-report/

NIST CNSA2.0 Ti cnuilt s | INAM

Commercial National Secu

CNSA 2.0 Timeline

2022 2023 2024 2025 2026 2027 2028 2029 EAEN) 2031 2032 BIEE)

Software/firmware signing ANANNANAN ()

Web browsers/servers and cloud services

Eve n m O re Traditional networking equipment @
p reSS U re frO m Operating systems L e——— )

N I S I I Niche equipment UUNNNNNNNNNNNNNNNNNN N S—

Custom application and legacy equipment <

s~ CNSA 2.0 added as an option and tested
mmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year
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Yes... in theory!

1978: Bob McEliece’s Cryptosystem
(today called «classical McEliece»)

Security assumption:

hardness of decoding general linear error-correcting codes
At a (ultra!) high level / intuition:

1) KEYGEN: Generate error-correcting code, scramble (*) to hide
structure and publish generator matrix as PubKey.

January and February 1978

2) ENCRYPT: Encode msg (using PubKey), then add intentional random errors. e

3) DECRYPT: Use private key (unscrambled code) + decoding algo L

to correct errors and recover msg.

* VERY FAST (much faster than RSA and also faster than ECC) @ @ @ @ e on Aigebrai
* Publicly scrutinized (proposed in 1978, survived 45+ years) Coding Theory

R. J. McEliece
Communications Systems Ressarch Section

e Quantum Resistant Vi et o i o i e Gl i

such l / g ml ll cod we publlc-key P whl h
appears quite re while at 1 h e same time allowing exi Imm ly rapid dai t l s, This kin d
of crypto: ycmlldealf r use in mult: tch as thos:

envisioned by NASA for the distribution of space-acquired data
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So why we don't

Today’s 128-bit Security Level

m Public Key Size | Ciphertext Size

RSA-3072 384 bytes 384 bytes
ECC(P-256) 32 bytes 64 bytes
McEliece ~260000 bytes (1) ~128 bytes

Scaling up to tomorrow’s 256 bit security: PubKey = LARGE code
* RSA-15360 = 1920 bytes (ouch!) generation matrix!!

e ECC(P-512) - 64 bytes

* McEliece 2 ~1 Mbytes = 15000x larger than ECC! %«'
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The NIST PQC «co

ROUND 1 (DEC ‘17 — JAN ‘18) Lattice-based 5
69 CANDIDATES AND 278 DISTINCT SUBMITTERS Code-based 2 17 19
« SUBMITTERS FROM >25 COUNTRIES, ALL 6 CONTINENTS Multi-variate 7 2 ?
or Symmetric based = 3
APR 2018, 15T NIST PQC CONFERENCE Other , 5 .
« ALMOST 25 SCHEMES BROKEN/ATTACKED Total 19 45 64
« NISTIR 8240, NIST REPORT ON THE 15T ROUND | Signatures | KEMs/Encryption | Total _
Lattice-based 3 Q 12
Code-based 8] 7 7
ROUND 2 (JAN ‘18 —JUL 20) Multi-variate 4 0 4
e 26 CANDIDATES Symmetric-based 2 2
« AUG 2019 — 2N NIST PQC CONFERENCE Other © ‘ 1
* 7 SCHEMES BROKEN/ATTACKED S
* NISTIR 8309, NIST REPORT ON THE 2"° ROUND —mmm
Lattice-based 2 5 7
ROUND 3 (JUL ‘20 — JUL ‘22) Code-based o 3 3
e 7 EINALISTS AND 8 ALTERNATES Mulii-variate 2 0 2
Symmetric-based 2 0 2
e JUNE 2021 — 3R° NIST PQC CONFERENCE Other o : :

* NISTIR 8413, NIST REPORT ON THE 3R° ROUND

Total 6 9 15

Slide adapted from Dustin Moody, Computer Security Division, NIST


https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8240.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8309.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8413.pdf

And the winners CINLE =2 | BN/AM

» Approved Algorithms (August 2024)
« FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM)
Standard
* Derived from CRYSTALS-KYBER
« FIPS 204, Module-Lattice-Based Digital Signature Algorithm (ML-DSA)
Standard
» Derived from CRYSTALS-Dilithium
« FIPS 205, Stateless Hash-Based Digital Signature Algorithm (SLH-DSA)
Standard
« Derived from SPHINCS+
 Draft FIPS 206, Fast-Fourier Transform (FFT) over NTRU-Lattice-Based
Digital Signature Algorithm (FN-DSA) Standard
» Derived from FALCON

(+ breaking news: HCQ code-based Key Encapsulation Mechanism just selected in round 4, march 2025)



PQC Tech Interiu Ct == | ENAM
New (believed) h

Types of Hard problem Representative
constructions schemes

Lattice-based Learning with Errors (see popup) Kyber, Dilithium, Falcon
(selected)
Code Based Hardness of decoding random linear codes McEliece, LedaCrypt,
Bike (round 4, selected)
Multivariate Solving systems of nonlinear polynomial Rainbow, GeMSS (not
equations selected, broken)
Isogeny-based hardness of finding isogenies(*) between SIKE (broken, 2022)
elliptic curves
Hash-based collision resistance of hash functions SPHINCS+ (selected)

(*) isogeny = special type of algebraic-structure-preserving map between two elliptic curves.
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Types of Hard problem Representative
constructions schemes

Lattice-based Learning with Er;o?ee popup) Kyber, Dilithium, Falcon

(selected)

A simpler analogy.

(20, 500790, 70, 280, 1320
Whatthis bunchof numbershasin common? [

Simple!

Theyareall multiple of 10 J

N\

(1111, 509, 3013800, 91
Whatthis bunchof numbershasin common? {

N\
Still multiples of 10, )

but with either -1,0, or 1 added ‘es.

Welé )

Letme think a bit more
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New (believed) ha NAM

Types of Hard problem Representative
constructions schemes

Lattice-based Learning with Er;o?ee popup) Kyber, Dilithium, Falcon

(selected)

The (sort of, largely simplified) real stuff

You are given a bunch of linear equations: If error vector e =0,

a1-s+e; = 21 mog q finding secret s is TRIVIAL
ay-S T € =0y modg (classical linear system)

. But if SMALL random noise (vector e = private key)
a,-s+e, =b, modq ] o

is added, finding secret s becomes HARD
You know random coefficients a,

and known terms b, Base for Kyber & Dilithium {ralcon=differentapproach)

€s.
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So... we have Post Quantum Algorithms
Four of them are even standardized, today!

Problem solved?

..... NOT REALLY...
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«classical» case study: MOV Reduction (1993)

» 1985: Elliptic Curve Crypto comes into play (Koblitz, Miller)
* 1990+: ECC gains momentum, standards appear
* 1993: Menezes—Okamoto—Vanstone (MOV):

* Break DLOG on some large classes of elliptic curves, major/sudden surprise!

* Reduction via Weil Pairing, a deep math tool accessible only by super specialists!

* Impact: curve selection strategies changed

* not every glittering elliptic curve is gold ©

e Take home:

* Some EC curves, thought to be secure, became insecure overnight!!

* Fragility of math assumptions when math breakthroughs show up
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Hard today # har

«classical» case study: MOV PQC example (history repeats)

o sudden devastatingbreak of NIST-selected Isogeny-
* 1985: Elliptic Curve Crypto based crypto (Castryck—Decru attack @ SIKE, 2022):

1990+: ECC gains momenty Recover secret isogenies in minutes (!) via advanced algebraic
1993 Menezes—Okamoto— tools (endomorphism rings, torsion-point structures)

* Break DLOG on some large clas

An efficient key recovery attack on SIDH

Wouter Castryck!2® and Thomas Decru?

e Reduction via Weil Pairing, a d

! imec-COSIC, KU Leuven, Belgium
? Vakgroep Wiskunde: Algebra en Meetkunde, Universiteit Gent, Belgium

* Impact: curve selection str Abstract. Wo present an cffcint ey ecovery attack on the Super

singular Isogeny Diffie-Hellman protocol (SIDH). The attack is based
on Kani's “reducibility criterion” for isogenies from products of elliptic

L4 not eve ry gl itte ri ng e”iptic C curves and strongly relies on the torsion point images that Alica and

Bob exchange during the protocol. If we assume knowledge -

morphism ring of the starting curve then the classical rum SI mlla r Storles
polynomial in the input size (heuristically), apart from the {

of a small number of integers that only depend on the system fOl' the tWO ma]or

([ Ta ke h o m e o The attack is particularly fast and easy to implement if one o . .
e uses 2-isogenies and the starting curve comes equipped with . YY) U Itlva riate pro posa I S’
endomorphism of very small degree; this is the case for SIKE h k
tiation of SIDH that recently advanced to the fourth roun
¢ SO m e E C C u rve S, t h O u g h t to standardization effort for post-quantum cryptography. Our bOt b roken

plementation breaks SIKEp434, which aims at security level ( Ra i n bow G e M M S)
’

ten minutes on a single core.

* Fragility of math assumptio
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 SECURITY: well-vetted, long scrutinized, hard problems, and diversity of assumptions
* What if lattice breaks? Motivation for NIST round 4 (winner HCQ — code-based) and new signature round

« PERFORMANCE: Crucial as well, must fit variety of scenarios
* Fast signature, fast verification, online certificate shipping, ...

Standard-based PQC signatures - performance comparison

Sizes (bytes) CPU time (lower is better)

Family Name variant Public key | Signature | Signing Verification
Elliptic curves Ed25519 X 32 64 0.15 1.3
Factoring RSA 2048 X 256 256 80 0.4
Lattices ML-DSA 44 1,312 1 (baseline) | 1 (baseline)
Symmetric SLH-DSA 1285 32

SLH-DSA 128f o

LMS M4 _H20 W8 48
Lattices Falcon 512 7 897 ‘ 666 ‘ <) 0.7

Source: https: ) ) [ - nov 2024



https://blog.cloudflare.com/another-look-at-pq-signatures/

We need time CIMLLE & | ¥N/AM

SECURITY: well-vetted, long scrutinized, hard problems, and diversity of assumptions
* What if lattice breaks? Motivation for NIST round 4 (winner HCQ — code-based) and new signature round

PERFORMANCE: Crucial as well, must fit variety of scenarios
* Fast signature, fast verification, online certificate shipping, ...

DROP-IN REPLACEMENTS: Compatibility with existing protocols and networks

RESISTANCE TO SIDE CHANNELS: serious implementation concern!

* Time channels, power channels, EM channels, ...

MISUSE RESISTANCE: crypto must not| el m i || /
* Past notable devastating misuse examples j ' u"WW‘ﬂ' ( L l' |
» ECDSA nonce reuse — leak private key (Sony !

» AES-GCM IV reuse > leaks integrity key (Joux attack) = SIV variant standardized tor misuse resistance!!
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Harvest now, dec

Theorem (Mosca): If X+ > 7, then problem (”Harvest now, decrypt later”)

What do we do here??

——

|
secret keys revealed

>

x —how long data needs to be safe
y — time for standardization and adoption
7 — time until quantum computers

Source: Dustin Moody’s presentation, NIST 22
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1) Hybrid crypto

* Hybrid crypto: classical + post-quantum algorithms in parallel

* so that system remains secure even if one of them breaks

 Why using it?
 Classical (RSA, ECC): efficient, trusted, but not quantum-safe
* Post-quantum (Kyber, Dilithium): quantum-safe, but new and evolving
* Hybrid: combines both to ensure robust security during transition
* Price to pay: performance + overhead

(X25519) (X25519 +
* currently assessed Approaches (on TLS1.3 & VPNs) Kyber768)

* Hybrid Key Exchange Hag‘;fgfke ~300-400 B ~1,500-1,700 B
* Google + Cloudflare: massive TLS experimentation with
b ) Handshake
X25519 + Kyber-768 since 2019 CPUtime  ~50-100us  ~150-300 us
* Dual signatures/certificates (server)
« composite signature schemes (back-compatibility tricky!) latency ~1 RTT Negligible
impact beyond RTT

Google + Cloudflare experiments 23
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2) Crypto Agility

* Crypto-agility = ability of systems to adapt cryptographic algorithms and
protocols without redesign, enabling quick response to emerging threats and
standards.

why crypto-agility not as easy as expected steps to enable crypto-agility

* hardcoded algorithms, hard to swap e separate crypto algos from app logic

e poor crypto-API abstraction - hard to e Use Pluggable Crypto Libraries (OpenSsL,
switch key sizes or formats Bouncy Castle, libsodium + PQCrypto wrappers, Open

tum Safe project
* Legacy systems can’t handle new crypto Quantum Safe project)

 Maintain Algorithm Registry: select, rotate,

* low developers’ awareness - crypto deprecate crypto suites based on policy

seen as “set-and-forget”, not as

swappable component * Test algorithms and fallback behavior

* Follow NIST, IETF, EU standards&guidance

Google + Cloudflare experiments 24
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Verbatim copy of last slide in a 2023 NIST presentation (*)!

Perform a quantum risk assessment within your organization

Inventory information assets and their current crypto protection
Identify what X', ‘y’, and ‘z’ might be for you — determine your quantum risk
Prioritize activities required to maintain awareness, and to migrate technology to quantum-safe solutions

« Evaluate vendor products with quantum safe features

* Know which products are not quantum safe
» Ask vendors for guantum safe features in procurement templates

 Develop an internal knowledge base amongst IT staff
 Track developments in quantum computing and quantum safe solutions
« establish aroadmap to quantum readiness for your organization

Act now — it will be less expensive, less disruptive, and less likely to have mistakes
caused by rushing and scrambling

(*) Last Slide of Dustin Moody, NIST, The nist pqc standards: light at the end of the tunnel, aug 2023
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Thank you!

Giuseppe.Bianchi@uniroma?2.it

https://nam.cnit.it Giuseppe Bianchi
CNIT NAM Lab, director

Professor of Networking & Network Security
University of Roma «Tor Vergata»



mailto:Giuseppe.Bianchi@uniroma2.it
https://nam.cnit.it/
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