
Dispositivi Medici 

Bio-Integrati: 
dall'Innovazione, alla Protezione

dalle Minacce Cyber-Fisiche

prof. Gaetano Marrocco
Università di Roma Tor Vergata

Gaetano.marrocco@uniroma2.it

www.pervasive.ing.uniroma2.it

mailto:Gaetano.marrocco@uniroma2.it
http://www.pervasive.ing.uniroma2.it/


CREDITS

Prof. Cecilia Occhiuzzi

Eng. Francesco Lestini

Eng. Francesca Nanni



me in a nutshell

Full professor of Electromagnetics
(>22 years of research in RFID)

Å embedded sensors

Å environment

Å wearable

Å epidermal

Å implantable

Past chair of the Medical 

Engineering Faculty
Å Digital Healthcare 

Å Precision Medicine

Chair of the Pervasive 

Electromagnetic Lab 
Å 15 researchers (PhD, Master thesis, 

Post doc,..)

President of Radio6ense Srl
(since 2013)

Industrial Internet of Things
Å Automotive

Å Industrial Manufacturing

Å Pharma and healthcare

Å Food & Smart Packaging

Chair of Italian Section ï

URSI commission D 

Electronics and Photonics

Chair of Cyber4Health, the 

first Observatory of Cyber-

Physical Security of Medica 

Devices

www.pervasive.ing.uniroma2.it
www.radio6ense.com
www.ingmedica.uniroma2.it
https://cyber4health.uniroma2.it

Listed in the PLOS 2% ranking of worldwide scientists 2023

Electronic engineer / PhD 

(30y of career)

Ranked #2 worldwide as more impacting  Scientist on RFID (source ScholarGPS) 

http://www.pervasive.ing.uniroma2.it/
http://www.radio6ense.com/
http://www.ingmedica.uniroma2.it/
https://cyber4health.uniroma2.it/


81, 85 Thanks to:

Pharma
+
Technology
вhttps:// statisticsanddata.org/it/data/ aspettativa-vita-italia/



MATERIALS

MECHANICS

ELECTRONICS &

COMMUNICATION

DATA

A.I.

MEDICAL DEVICE

MD originally played a physical action, but 

the are now  becoming generator and 

repository of very sensitive data .

A medical device

is a product used for diagnosis, prevention, 

monitoring, treatment or alleviation of disease 

or injury in humans.

Can be : 

- a physical object

- a software or

- a combination of both.

(https://ec.europa.eu/growth/sectors/medical-devices_it)



Advanced  Diagnostics



Robotic Surgery



Medical Implants
(Endo -prosthesis)



Active IMD (*)

Existing
Á Glucose sensor and insulin pump

Á Pacemaker/defibrillator

Á Neurostimulator

Á Cochlear implant

Emerging
Á Ingestible ñsmart-pillsò

Á Drug delivery

Á Sub-cutaneous biosensor

Á Brain implant

Á Deep cardiac implant

Á Smart Orthodontia

Á Glaucoma sensors and ocular implants

Futuristic
Á Body 2.0 - Continuous Monitoring of the Human Body

Á Bio-reactors

Á Cyber-human Interfaces concept illustration from yankodesignSubcutaneous biosensor ïEPFL-Nanotera

Pacemaker - Medtronic
Neurostimulator

Cochlear implant

(*) Implated Medical Device 

Smart pill

Intraocular lens

http://www.yankodesign.com/2009/03/06/finally-a-usb-body-implant-for-hardcore-transfer/


Antenna

Coated electrodes

(bio-potentials, pHé)

Microchip
Sensor

Sensing   Č Communication  Č Feedback

Battery -free Epidermal  Sensors



Battery -free Epidermal  Sensors

Fever,    Infections,  Sweat,   pH,   Breath   

New Biocompatible Materials New Fabrication Techniques

Tegaderm®

PDMS Silbione

Ecoflex®

Biocompatible Transparent Adhesive Flexible

Stretchable Conformable

Carving of adhesive 

copper

Inkjet Printing

Wire/yarn  

deployment

Etching

Laser -Induced

Graphene



Tactile  Internet

Temperature,    Material,   Force

Reader module

+ antenna

Epiderm

al 

Sensors

Transduced 

feedback



Point  of  Care

BLOOD MONITORING: Electrolytes



Wireless Smart Prostheses

RFID

Reader

Name

Surname

ID #

Temp values:

Min

Max

Last

Current

Visualization 

interface

Induced 

currents

RFID 

coupler/harvester

body

10010101 101



Wireleless  Smart Prostheses

Vascular Stent Intra -medullary nail Dental capsule

Bone Plate Aortic valveHip Prothesis



Dental Capsule
Infections , mechanical  parameters



Aortic Valve
Infections , stress,..

Reference 

thermometer

Tri-cuspid Valve

Temperature data at a 7 cm depth





Wireless/Wired Connectivity

üThe inclusion of wireless 
connectivity in medical devices has 
expanded their capabilities for rapid, 
efficient, and cost-effective healing 
and diagnostics.

üHowever, these advancements has 
introduced new security and privacy 
risks, making these devices 
vulnerable to remote cyber-attacks 
through hospital networks.

Emerging  risks



Interactions with IMDs

IDENTIFICATION
Authorized personnel must detect the presence of 

IMDs.
ÅExample- ICD* removal before heart surgery

CONFIGURABILITY AND UPDATE
ÅAuthorized personnel must be able to change 

IMD settings

ÅAppropriately engineered updates

ÅUpdates need to come from authorized personnel

AUDITABLE
In case of failure

ÅDeviceôs operational history to manufacturers.

ÅMight differ from the data received by healthcare 

professionals.

*ICD: Implanted Cardiavascular Defribrillator



Pacemaker

Insulin 

Pump

Cochlear 

Implant

Neural 

Stimulator

Orthopedic 

Prosthesis









E se un hacker prendesse il controllo del tuo cuore?



TV series: HOMELAND (2011-)



TV series: HOMELAND (2011-)



Medical Implantable RF Transceiver

Å MICS (Medical  Implant  Communication  Services) : 402-405 MHz

Å ISM (Industrial, Scientific, Medical  Band) : 433 434.8MHz, 902MHz-

928MHz, 2,45 GHz

ÅWMTS (Wireless Medical  Telemetry  Services):  608-614 MHz



ZL70103
The IC can be purchased to perform 

additional tests, even without the need for a 

pacemaker.

ZL70103 ïEvaluation Board

The evaluation board, comprising an external 

antenna and a dedicated software can be used 

to test side-channel attacks.



òHacking humansó: the 
story  of Barnaby Jack

Å 2010: At a Black Hat conference Jack gave a

presentation on "jackpottingòor causing

automated teller machines to dispense cash

without withdrawing it from a bank account

using a bank card.

Å 2011: At the McAfee FOCUS 11 conference in October

2011 in Las Vegas, while working for McAfee Security, Jack

first demonstrated the wireless hacking of insulin pumps.

Å December 2012: The tv show ñHomelandòshowed a

pacemaker assassination scene..

Dick Cheney, ex 

USA Vice 

President 

Barnaby Jack, 

hacking an ATM

Å Dick Cheney (ex USA Vice President) order

his doctor to remove wireless connection

from his pacemaker because he found

credible this depiction.



Å February 2013: Barnaby is asked if what was shown in the TV series was possible. He replied that not only was it

possible, but that he didnôteven need to know the serial number of the device and promises to demonstrate that at the

next Black Hat conference in Las Vegas.

òBarnabyJack, the directorof embeddeddevicesecurityfor

computersecurity firm IOActive, developedsoftwarethat

allowedhim to remotelysendan electricshockto anyone

wearinga pacemakerwithin a 50-footradius. Healsoproduced

a systemthat scansfor any insulin pumpsthat communicate

wirelesslywithin 300 feet, allows you to hack into them

without needingto know the identificationnumbersand then

setsthemtodishoutmoreor lessinsulinthannecessary.ó

Å July 2013: Barnaby Jack was found dead of an overdose of heroin, cocaine, Benadryl and Xanax in a San

Francisco apartment on 25 July 2013 by his girlfriend just a week before he was to give a presentation on hacking

heart implants. This was the introduction to its presentation:

òHacking humansó: the 
story  of Barnaby Jack



Cyber and Physical  security

Physical Security
Protection from attacks to devices 

made by means of Hardware 

Systems/procedure

Cyber Security
Protection from attacks to 

devices/devices made by means of 

Software Systems/procedures



Security Risk for 
Implanted Medical devices

Hi, Iôm your 

physician

I am Bob, I 

am 30 years 

old, blood 

type Bé

Eavesdropper

Hi, Iôm your NEW 

physician!

The heartrate is 60 

bpm, do you want to 

change it?

Eavesdropping Impersonification

Fault induction attack

Are you sleeping? No!

Resource Depletion

Hi, Iôm your NEW 

physician!

The heartrate is 60 

bpm, do you want to 

change it?



The patient 
The adversary may wish to obtain private 

information concerning the patient (e.g., 

whereabouts, diagnosis, or blackmail-worthy 

material), or cause physical or psychological 

harm to the patient.

Attack Target

System resources 
The adversary may wish to utilize system 

resources and may be unaware of the type of 

device or network compromised. That is, the 

adversary does not knowingly target an 

IMD/BAN.

The device or system manufacturer 
The adversary may wish to engage in corporate 

espionage or fraud.



Å Devices are critical: many MDs are life-

supporting

Å Standardized configuration: unlike PCs, a MD is

typically produced in thousands or millions of units

with exactly the same software and hardware setup.

A successful attack on one of these devices can

be repeated across all devices;

Å Non-secure design: security is not seen as a

top priority;

Å Long-living devices: MDs are often deployed

for as long as 10-20 years. Even if security was

taken into consideration when the device was

built, it is difficult to protect against security

threats decades into the future;

Å Extremely sensitive information: In most

cases constitutes protected health information

(PHI)

Å No regulations: Currently, there is no regulation

imposing cybersecurity as a mandatory

requirement for placing medical devices on the

market. FDA guidelines for MD safety, and

guidelines by the European Union Agency for

Cybersecurity (ENISA). These are not formal

compliance requirements; they are provided as

recommended best practices.

MD - Critical Issues



Privacy



IMD-specific  Privacy Goals

1. Device -existence privacy
Unauthorized entities should not be 

able to determine that a patient has 

an IMD/BAN. 

2. Device -type privacy
If device-existence privacy is not 

possible, unauthorized entities 

should not be able to determine 

what type of IMD/BAN is in use. 

3. Specific -device ID privacy
Unauthorized entities should not be 

able to determine the unique ID of 

an IMD/BAN sensor. 

4. Measurement and log privacy
Unauthorized entities should not be able to determine private 

telemetry or access stored data about the patient. The 

system design phase should include a privacy assessment 

to determine appropriate policies with respect to data 

access. 

5. Bearer privacy
Unauthorized entities should not be able to exploit IMD/BAN 

properties to identify the patient. 

6. Tracking
Unauthorized entities should not be able to leverage the 

physical layer (e.g., by monitoring analog sensors or 

matching a radio fingerprint to track or locate a patient. 



Security and Privacy
by design

FDA has recently called for manufacturers to 

address cybersecurity issues relevant to medical 

devices for the entire life cycle of the device.

Although these calls are in the form of draft 

guidelines for ensuring appropriate medical device 

security, there is evidence that the FDA means to 

use these guidelines as grounds for rejection of 

premarket medical device submissions.

On the other hand, using traditional

cryptographic mechanisms to ensure

secure communication and storage of

data can compromise the safety of the

patient.

If the patient needs treatment outside of

his normal health care context (e.g., at

the emergency room), it is necessary for

health care professionals to have the

ability to identify and access the IMD in

order to diagnose and treat the patient.

Balancing security, privacy, 

safety, and utility is a necessity 

in the health care domain. 



Cyber4Health

cyber4health.uniroma2.it



Cyber4Health Mission

Our mission is to raise awareness on this topic to encourage the introduction of Security-by-

Design requirements.

RESEARCH

COLLECT

CLASSIFY AND VISUALIZE

PHYSICIANS

MANUFACTURERS

PATIENTS

TARGETS



Methodology

American and European 

Government Organizations: 
United States Cybersecurity and 

Infrastructure Security Agency (CISA)

Health Information Sharing and Analysis 

Center (H-ISAC)

é 

Literature:
books and scientific papers

Newspaper articles: 
online verified reported cyber 

incidents related to the healthcare sector

SOURCES



Classification

Body -district  Product Attack

Vulnerability

Device

Severity (CVSS) Risk ClassYear

Stomach

Fingers

Head

Hearth

Wrist

Variable

Feet

Arms

External

Insulin pump

Oximeter

Pacemaker

Smartwatch

Hospital network

Software/Application

MRI, CT, Ultrasoundé

Eavesdropping

MITM

DDOS

Brute Force

Unauthorized Access

Sniffing

Spoofingé

Implantable

Wearable

Smartwatch

On-site medical 

equipment

Cyber

Physical

Class I

Class IIa

Class IIb

Class III

From 1 to 10



The Common Vulnerability Scoring 

System (CVSS) is a method used to 

supply a qualitative measure of severity. 

CVSS is not a measure of risk and 
consists of three metric groups.

Qualities constant 
over time and 
environments

BASE

Characteristics that 
change over time

TEMPORAL

Characteristics unique 
to a userõs 
environment

ENVIRONMENTAL

None Low Medium High CriticalSEVERITY

CVSSv3.0 

SCORE
0.0 0.1 - 3.9 4.0 - 6.9 7.0 - 8.9 9.0 ï10.0

Common Vulnerability Scoring System

A higher CVSS means that an attack is much easier and does not require too sophisticated tools



Risk class of MD 

According to the EU Regulation 2017/745 of the European Parliament and of the Council of 5 April 

2017, effective on 26 May 2021, medical devices are classified in four classes based on the level of 

safety risk they pose to patients and users.

CLASS I  

Low risk

CLASS IIa  

Medium risk

CLASS IIb  

High risk

CLASS III  

Highest risk



Data Analysis
Vulnerabilities vs. Year

ñThe year of the hackò

COVID-19

pandemicUS 
election 

Growing

IoT market

Limited knowledge of 

cyber attacks on MD

Priorities temporarily shifted towards 

hospital management needs

Continued high levels of detected 

vulnerabilities as MDs became more 

critical and thus more scrutinized

Increased connectivity and 

IoT adoption in healthcare

Stricter guidelines enforcement 

and reporting requirements for 

MD manufacturers

Advancement of threat 

detection technologies

#
 O

F
 D

E
V
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E

S



Data Analysis
Types of vulnerabilities

Cyber 

(95,1%)

Physical

(4,9%)

Cyber vulnerability
Å Hard-coded credentials

Å Lack of encryption

Physical vulnerability 
Å Access via USB drives

Å Difficult to execute and identify (MD w/o logfiles)

Å Requires being in proximity to the victim device.



Data Analysis
Vulnerabilities VS Body District

Hospital network

Web servers

PET/CT scanners

Radiology information systems

Anesthesia machines

Diagnostic Ultrasaund Apparatus

Electrosurgical platforms

Hemodialysis delivery systems

Molecular testing systems



Data Analysis
Vulnerabilities VS Body District

Stomach: 

devices delivering 

drugs to the stomach

Fingers: 

Oximeters

Head: 

brain computer interfaces 

(BCI), EEG, 

Neurostimulators

Heart: 

devices directly applied on 

the heart (i.e., pacemakers 

defibrillators)

Wrist:

Devices placed on the wrist to 

measure body parameters (i.e., 

oximeters, smartwatch)

Feet:

Smart medical shoes

External:

On-site equipment (i.e., MRI, PET)

Arm:

Devices placed on the arm to 

measure blood parameters

Variable:

Infusion pumps



Data Analysis

Ç Luckily, devices placed in 

body areas which most 

harmful to the patient, such 

as the heart and head, are 

less vulnerable.

Ç This emphasizes that cyber 

criminals are only interested 

in the profit that comes from 

the attack



Data Analysis
Severity

Most vulnerabilities have a CVSS between 7 

and 10 . This means that they can be exploited 

by a low -skilled attacker with low-cost 

instrumentation
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Most discovered vulnerabilities can be exploited 

remotely (with the network as an attack vector) and 

exhibit a low attack complexity. 

A significant majority necessitate no user interaction, 

and many demand either no or low privileges!



Data Analysis
Severity and Risk Class

60% of medical 

devices have a 

medium/high 

CVSS score!

Devices are almost all class IIa and IIb , but there
are also many class III.

Most vulnerabilities have a CVSS between 7 

and 10 . This means that they can be 

exploited by a low -skilled attacker with 
low -cost instrumentation



Data Analysis
Severity and Risk Class

CLASS IIb
Dispositivi diagnostici
Å Monitor multiparametrici :
Å Sistemi che rilevanoparametri vitali come ECG, 

saturazionedi ossigeno, pressionearteriosa, 
ecc.

Å Sistemi di imaging diagnostico avanzato:
Å Sistemi ecografici specifici per applicazioni

come imaging cardiovascolare.

Dispositivi implantabili a breve termine
Å Cateteri a lungo termine:
Å Cateteri per drenaggioo per somministrazione

di farmaci.
Å Protesivascolari temporanee:
Å Shunt vascolari.

Dispositivi chirurgici
Å Laser chirurgici:
Å Utilizzati per la chirurgia dei tessuti molli o 

dermatologica.
Å Aspiratori chirurgici:
Å Dispositivi per la rimozionedi fluidi durante

procedure chirurgiche.



Data Analysis
Severity and Risk Class

CLASS III
Dispositivi impiantabili
Å Pacemaker cardiaci:
Å Defibrillatori cardiaci impiantabili (ICD):
Å Valvolecardiache artificiali :
Å Protesiortopediche articolari totali :

Dispositivi per il supporto vitale
Å Cuori artificiali e pompe per assistenza

ventricolare (VAD):
Å Sistemi di supporto extracorporeo(ECMO)

Dispositivi di controllo farmacologico
Å Sistemi di rilascio di farmaci impiantabili :
Å Pompea rilascio controllato , come quelle per 

il trattamento del dolore cronico o delle
terapie oncologiche.

Å Impianti contraccettivi :
Å Sistemi a rilascio ormonale come gli impianti

sottocutanei.

Altro
Å Protesi a funzione attiva
Å Dispositivi per biopsie robotiche o avanzate:



Take-home message

Medical device of 

the near future:

× Bio-integrated 

× Pervasive

× Physical /Digital

× Wireless Interconnected

If there is a vulnerability, it is a

serious one and it is also very

dangerous to the patient's

health .

When a medical device suffers

from a security breach , a

security issue becomes a safety

issue .



Take-home message

Needs: 

× Understand  source of Vulnerabilties

× Correlate  their impacts on the Safety and the Privacy of the User/Patient

× New engineering profiles 

× Security by design



EM vulnerability:
Knowledge borrowed from

VULNERABILITAô ELETTROMAGNETICA E PRIVACY

ÅAttacchi e vulnerabilità di Dispositivi Wearable - Side Channel Attack

ÅEmissione radiata e mitigazioni

ÅSuscettibilità elettromagnetica e mitigazioni

Teaching 
A mix of Old and New

Ç Electromagnetic Compatibility (EMC)

Ç Radiofrequency & IoT



Ex. Of EM protection (research)
Programmable Electromagnetic Shield 

Malicious User

Physician

Access 
Password



Programmable FSS
(Frequency Selective Surface)

Shield-State

Transparent
State

Authentication and 
Reprogramming
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Trusted RFID 
Reader

Smart-Shield IMD
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Smart-Shield

RFID-based FSS

Programmable  
Switch (diode)

Password

command

1.5cm


